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PREFACE

“Contingency Policy™ is a vast complicated subject. This policy would be a complete structured
guide for planning and controlling all functions and hope that the different tires of management
would find it a useful tool in discharging their duties and responsibilities. Since the establishment
of the organization, the Contingency Policy has been keenly felt by the staff for doing their jobs.
So, with the encouragement of my colleagues and superiors the Contingency Planhas been written
up to give the staff a practical help and confidence in this subject. Any matter not covered by the
foregoing rules shall be referred to the Executive Committee whose decision in the matter shall be

final.

I am grateful to my colleagues and superiors for their kind co-operation and suggestions for
improvement of the Contingency Policy. Besides, I shall be grateful if any errors or omissions are

brought to my notice.

This policy has been approved in the meeting of General (Council) Committee held on st July,

2019, and will be effective from 1% July, 2019.
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Introduction:

A Contingency Policy is a plan devised for an outcome other than in the usual (expected) plan.

ALQ contingency plan:

The key goal should be to make sure you can maintain the operation of your organization if the

disaster were to occur.
. It’s a good idea to have a formal policy spelling out the need for a contingency plan.

. The plan should be simple overall. The language and directions in it should be
understandable to future audiences. You never know who will have to implement it.

« Figure out the specific trigger that will require you to use your contingency plan.
Determine how you will measure success so that you can return to normal operations.
Identify all operations that are critical to your business continuing.

Organizations create contingency plans, sometimes called a "Plan B," to prepare for something
bad that could affect the organization's ability to function. Developing an effective Contingency
Policy is essential for any organization. Many things can put an organization at risk, from a
technical disaster (like a data breach) to a natural one (like a flood). Writing contingency plans
prepares an organization for such possibilities.

Risks:

Figure out the risks that are most likely to occur for your specific organization. Determining
potential risks is one of the most important aspects of a contingency plan. This won’t be a one-
size-fits-all process. You need to determine the risks that are unique to the organization. There
are many possible risks that businesses can face.

»  Natural disasters, such as floods, hurricanes and droughts may require a contingency plan.
Other possible risks include a crisis, work site accident, personnel problems (like death of
a leader or a strike), data loss, mismanagement, and product issues (like a recall).

. You should focus on areas including management, communications, financial resources,

coordination, logistical and technical responses.

»  Technical disasters can include those components of your organization dealing with
communication infrastructure. You will want to consider potential loss of data or
customers.
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Prioritize the risks:

Rank the risks based on the probability they will occur. All risks are not created equal, and
most contingency plans can’t deal in depth with every single potential risk. You need to figure
out which are most likely and would affect the company most.

« Focus in on the most critical events. You should list every single event that might affect
operations, but then rank them 1 to 10. What would be the impact of each event? A small fire

| isolated to one machine will likely rank lower than the entire plant burning down, for example.

¢ Then, develop a ranking for how often the risk might occur. For example, you could
score it a 10 if it could happen once a month and a 1 if it might happen once in 100 years. Then,
multiply the two scores, for likelihood and impact, to get a total score.

» Work on the highest scores first. Come up with a cut off. You might look at the low
score items and develop a general process, though. Areas that are essential to the organization’s
survival are usually put at the top, such as maintaining cash flow, market share, and staff
support.

Develop scenarios for the highest-ranked risks:

You will need to produce realistic scenarios for each risk in order to develop an effective
contingency plan. Specifically outline what could happen if each of the top priority risks was to
oceur.

. You can start determining impacts after you develop the scenarios thoroughly. What could
be the ultimate impact of each scenario, in detail?

® You could develop different gradations of the same scenario, such as the best-case, most
likely case, and worst-case scenario.

Find ways to reduce risk:

It’s usually not enough to develop a “Plan B and then sit back and hope it never comes to
fruition. Assess how you can take steps immediately to reduce the risks. Develop preventative
strategies.
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» Consider the availability of partners. What local resources would be available if the disaster
struck? Would neighbors be willing to help?

o The best contingency plans help companies pinpoint areas they can improve so that they
reduce the likelihood of the plan being needed in the first place.

e You might realize you need insurance, for example, or should have disaster drills. Perhaps
you realize that key personnel need additional training. When it comes to data threats, you
could have a back-up system installed. Devise a plan for each scenario

Create a timeline for how the scenarios might unfold:

Determine who will be in charge of what and when. Don’t forget to update contact lists and
determine who will be responsible for notifications.

»  Outline time frames. What will happen on the first day or the first week? Be very specific.

* You could have timelines for scenarios that deal with physical vulnerabilities,
organizational vulnerabilities and institutional vulnerabilities. For example, physical
vulnerability might deal with infrastructure. Organizational might deal with whether there
are early warning systems or skilled response teams. Institutional vulnerabilities might
deal with whether there are financial resources available or external partners. Different
people might be in charge of different aspects.

Communicate about the plan to all employees:

You need to educate key people in your organization about the place before it’s ever needed.

o  Tell people which role and responsibilities they will have so there’s no confusion if the
plan needs to be implemented in an emergency. This will reduce the chances of panic.

. Give people the proper training they will need to meet their obligations as outlined in the
plan. Hold drills if needed. Make adjustments after observing training.

Review our contingency plan:

You can make testing manageable and cost-effective by testing in four stages. If an area proves
to be flawed or conflicts with contingency plans from other departments, you can edit and the
retest the plan.
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« Conduct a senior staff review. The senior staff chooses a date and time to go over all

contingency plans and recognize the people who thoroughly completed their assignment.

» Perform an interdepartmental review. This is where every department reviews another

department's plans. This is the stage that allocates resources and identifies conflicts.

o Study failures of critical systems. This testing stage can be localized within
departments. Testing involves the simulation of system and/or vendor failures. You can role
play scenarios without having to actually shut down important equipment or processes.

o The real deal. Finally, you should fully test out the contingency plan. This can involve
short-term shutdowns in key areas done in real time.

Store the plan in a place where it can be easily accessed:

If disaster strikes, you don’t want the plan to burn down with the fire or be swept away with
| the flood. You don’t want a data breach to make it hard to retrieve the plan when you need it
most.

» Find a location for the plan (or a copy of it) in a different location. You want to keep it
somewhere, though, where you can get to it fast if you need to.

o Always keep a copy of the plan in a different location from the original. And make sure
that more than one person knows how to access it and has authority to do so.

Revisit the plan on a regular schedule:

Sometimes things change. Your assumptions could be outdated. The risks might be greater than
they were before.

« Involve more than one person in the plan and its updates. For example, you might want
a new employee to look at it with a fresh eye or have it audited.

« Confirm all assumptions by matching them with recent data or by checking them with a
third-party. Perhaps the back-up computer system holds less data than you assumed.
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Conclusion:

It is often used for risk management when an exceptional risk that, though unlikely, would have
catastrophic consequences. Contingency plans are often devised by ALO. For example, suppose
many employees of a organization are traveling together on an aircraft which crashes, Killing all
aboard. The organization could be severely strained or even ruined by such a loss. Accordingly,
many organizations have procedures to follow in the event of such a disaster. The plan may also
include standing policies to mitigate a disaster's potential impact, such as requiring employees
to travel separately or limiting the number of employees on any one aircraft.

During times of crisis, contingency plans are often developed to explore and prepare for any
eventuality. A Contingency Policy is a course of action designed to help an organization

respond effectively to a significant future event or situation that may or may not happen.

A Contingency Policy is sometimes referred to as "Plan B," because it can also be used as an
alternative for action if expected results fail to materialize. Contingency planning is a

component of business continuity, disaster recovery and risk management.

The seven-steps outlined for ALO Contingency Policy are:

1. Develop the contingency planning policy statement. A formal policy provides the

authority and guidance necessary to develop an effective contingency plan.

2. Conduct the business impact analysis (BIA). The BIA helps identify and prioritize
information systems and components critical to supporting the organization’s mission/business
functions.

3. Identify preventive controls. Measures taken to reduce the effects of system disruptions can

increase system availability and reduce contingency life cycle costs.

4. Create contingency strategies. Thorough recovery strategies ensure that the system may be
recovered quickly and effectively following a disruption.

5. Develop an information system contingency plan. The Contingency Policy should contain
detailed guidance and procedures for restoring a damaged system unique to the system’s
security impact level and recovery requirements.

6. Ensure plan testing, training and exercises. Testing validates recovery cap%ailities,
T 7
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whereas training prepares recovery personnel for plan activation and exercising the plan
identifies planning gaps; combined, the activities improve plan effectiveness and overall
organization preparedness.

7. Ensure plan maintenance. The plan should be a living document that is updated regularly to
remain current with system enhancements and organizational changes. Security must be
included in disaster recovery planning to ensure sensitive data is protected.

 Prosident
ALO Khagrashu

e Page B




