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PREFACE

"Contingenc) Polic) is a \ast corlplicatcd subiect. This polic) would be a complete structured

guide lor planning and controlling all fimctions and hope thal the different rires of managenlent

\"_ould find it a uscful tool in discha[ging theiI dulies and responsibilities. Since the eslablishment

of rhe organization. the Contingenc) Policv has been keenl) felt by the staff fbr doing their jobs.

So. \\ilh the encouragernenl ofml colleaguei aDd superion lhe Conlingency Planl'ns been \!ritlen

up lo gire dre slafl a praclicel help and confidelce in lhis subj.ct. A|a- malter nol colered b\ the

ibregoing rules shall be relerred to the E\ecuti\e Llolnmitlee \lhose decision iD the matter shall be

flnal.

I am gratclul to ml collcagucs and superiors for their kind co-operation and suggestions for

impro\'ement ofthe ContiDgeDct Polic). Besides, I shrll be graleful ifany emors or omi\sioDs rc
brought to m) noticc.

This polic) has been approved in the rneeting of General (CouDcil) Committee held on irh Jul),

2019, ard \\ill be elfeclive lrom l" Jul]. 2019.
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Introduction:

A Contingency Polic), is a plan de,'ised fbr an outcome other than in the usual (expected) plan

ALO contingenc-*" plan :

The ke) goal should be !o make sure 1ou can maintain the operation of)our organization ifthe
disasler Nere to occur.

It's a good idea to have a formal policy spelling out the need fo. a contingency plan.

'Ihe plan should be simple overall. The languagc and directions in it should be

understandable to lirtlrrc audicnccs. You never knorv *,ho rvill have to implement it.

Figure out the specitic trigger that rvill require )oll to usc your contingency plan

Determine how vou \rill measure success so that you can retum to nomal operations

Identil) all operations that are critical to )our business contiltuing.

Organizations create cuitingenc) plans. sotretimcs callcd a 'Plan 8." to prepare for something

bad thal could afiect the organizalion s abilil) lo lirnciion. De\eloping an ellective Conrineentl

Polic! is essential tbr an) organization. Man\ things can pu! an organization at risk. lrom a

technical disaster (like a data br€ach) 10 a natural one (like a flood). Writing contingenc! plans

pr<lare\ an rraJni,/r' ' lu ..1.1- p. ,.ib l.t'e.

Risks:

Figure out the risks that are mosl likel) to occur lor your specillc organizalion. Determining
potential risks is one ofthe most important aspects ofa contingency plan- Th;s rvon t be a one-
size-fils-all process. You necd io deiermine the !i!k! that are unique to the organization. There
are many possible risks that businesses can face.

Natuml disaslers. such as floods- hufficancs and droughts rnav require a contingcnc) plan.

Other possible risks include a crisis. work site accident. personnel problerns (like death of
a leader or a strikc). data loss. m isntanagement. and product issues (like a recall).

You should locus on areas inc|.rding management. communications. financial resources,

coordination, logislical and technical responscs.

lechnicdl disasters can inclu.lc ihose cunponents of your organization dealing \\ith
comlnunication inliastructure. You rvill rvant to consider potenlial loss ol data or

customers.
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Prioritize lhe risks:

Rank the risks based on the probebility they will occur. All risks are nol created equal. and

most contingency plans can l deal in depth rvith everl single potential risk. You need to figurc

out which arc mosl likel) and would aflect the company n1ost.

. Focus in on the most critical cvenis. You should list eveD, single event that might aflect

operations. but thcn rank them I to 10. What would be the impact ofcach event? A small fire

isolated to onc nrachine w ill likely rank lower than thc cntirc plant burning dorvn. tbr example.

. Then. develop a ranking lor ho*, often the risk might occur. For exarnple, yor.r could

score it a l0 ifit could happen once a month and a 1 ifit might happen once in 100 years. Then,

rnultiph the two scores, l,rr likelihood and impact, to get a total score.

. Work on the highest scores flrst. Come up lvith a cut olL You might look at the low

score items and develop a general process, though. Areas that are essential 10 the organization's

survival are usually pul at the top, such as meintaining cash flo\!. market share, and staff
support.

Develop scenArios for the highes(-ranked risks:

You lvill need to produce realistic scenarios ior'each risk in order to develop an elfective

contingency plan. Specifically outline rvhat could happen ileach ofthe top priority risks was to

YoLr can start delermining impacts aller you de!elop the scenarios thoroughly. What could

be the uhimale impact ofeach scenario. in detail?

You colrld dcvelop dilferent gradations of the same scenario, such as the best-case, most

likell,case, and worst casc scenario.

Find ways to reduce risk:

It s usuall\ not enough to develop a 'Plan B' and then sil back and hope it never comes to

liuitioli. Assess ho!,' \orr can lake steps immediatel) to reduce the risks. Develop preventatile

strategies.

n K;nti Chakma
Eiecutive Director



. Considerthe availabilit) ofpartners. What local rcsources would be available iflhedisaster
struck? \orld neighbors be $ illing to hclp?

. The best contingenc] plans help companies pinpoint areas they can improve so that they

redLrce thc Iikelihood ofthe plan being needed in lhe firs! place.

. You might realizc )ou need insurance, for example, or should have disaster drills. Perhaps

!ou realile that ke1 personnel need addirional lmining. When it comes to data threals. )ou
could ha!e a back-Lrp slstem installed. Devise a plan tbr each scenario

Create a timeline for how the scenarios might unfold:

Determine \\ho Nill be in charge of !!hat and $hen. Don t lorget io update contact lists and

dctcnnine \ ho $ ill be t esponsiblc lor notifications.

Outline time fianres. Uihat * ill happen on the first day or the first week? Be very specific.

YoLr could have !imelines for scenarios that deal vrith physical vulnerabilities,

organizalional vulnerabilitics and ins!ilutional vLllnerabilities. For example. physical

vulnerability might deal \ ith intiastrucrure. Organizational might deal with wheiher lhere

are earl! warning s)srems or skilled responsc teams. Institutional vulncrabilities might

deal with whether there are flnancial resources a\,ailable or external partners. Different
pcople might be in charge ofdilferent aspects.

Communicate about the plan to llll emplovees:

Yflr need to cducile ke) people in \our organization aboul ihc place belore it's e\,cr needed.

. Tell people \\hich role and responsibiliries they w;ll have so there's no confusion ifrhe
plan needs to be iniplemented in an emergency. This will reduce the chances oipanic.

Ci!e people the propcr'!aining lhey \!ill need to n1cel their obligations as outlined in the

plan. Hold drills if nccdcd- Make adjustments eiter observing training.

Review our contingency plan:

You can make testing ntanageable and cost-ellective by testing in four stages. Ifan arca proves

lo be flawed or connicts \rith contingenc) plans from other deparlments. )ou can edit and the

retesl the plan.

)L
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. Clonduct a senior staff re\'iew. The senior staf'f chooses a date and time to go over all

conringcncy plans and |ecognize lhe people $ho thoroughl] complered their assignment.

. Perlbrm ar interdeparlnlenral revieq. This is lvhere evell deparlment rcviews another

department's plans. This is the stage that allocates resources and identifles conllicts.

. Study failures of c lical systems. This testing stage can be localized \\ithin

departments. Testing involves the simulation of systen and/or vendor lailures. You can role

pla) scenarios without having to actuall) shut do\n important equiprrent or processes.

. The real deal. Finalll, you should fulll test out the conlingency plan. This can inrolve
short-tenn shutdo$ns in ke) areas done in realtime.

Store the plan in a place \vhere it can be easil] accessed:

Ifdisaster strikes. tou dorl t *,ant the plan to burn dorn uith the fire or be s\rept away with

thc ilood. You don'r \\ant a data breach to make it hard io rctrievc the plan *,hen you need it

most.

. Find a location for the plan (or a copy of ;t) in a different location. You want to keep it

sornewhere, lhough. \\'here )ou can get to it t'ast if -vou need to.

. Al$als keep a copy ofthe plan in a dift'erent location liom the original. And make sure

that more than one person kno\\,s ho\\ to access it and has authorit) to do so.

Revisit thc plan on a regular schedule:

Some!imes things change. Your ass0rnptions coLrld be ouklalcd. Thc risks might be greater than

the) were belore.

. Involve morc than one person in the plan and irs updates. For example, you might want

a new emplo)cc to look at it with a liesh e)- e or have it audited.

. Conflrm all assumptions by matching them \\,ith recent data or by checking them \!ith a

third-par1y. Perhaps the back-Lrp compuler svstem holds less data than you assumcd.
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Conclusion:

l1 is olten used for risk managenrenl when an exceptional risk thal. though unlikel), would have

catastrophic consequences. Contingenc) plans are ol1en devised by ALO. For example. suppose

manl employees ofa orgarizalion ilre lrayeling logelher on an aircmlt \!hich cmshes, killing all

aboard. The organizatiorl could be se!erel) st,'ained or e!en ruined b) such a loss. Accordingl).

man) organizations ha\ie procedures to loilo\! in the evcnt ofsuch a disaster- The plan may also

include standing policies to mhigate a disaster's potential impact, such as requiring employees

to travel separatel) or Iimiting the number ofemplo)ees on any one aircmft.

During times ofcrisis. contingcnc) plans arc oftcn dcveloped to explore and prepare lbr an,v

evenlualit\'. A Conlingenc) Polic) is a course of aclion designed to help an orgcnizariun

respond eflectivel) to a signiflcanr lirture erent or siluation that may or may not happcn.

A Contingenc) Polic) is sometimes relerred to as "Plan B." because it can also be used as an

akcrnati!c lor action if e\pccted results fail to mateialize. Contingency planning i: a

component ofblrsiness continuit\'. disaster recoven and risk management.

The seven-steps outlired for ALO Contingenc) Polic) are:

l.Delelop the contingencl planning policy slatement. A lbrmal policy provides the

authorit) and guidance necessary to develop an effective contingency plan.

2.Conduct the business iDpxcl analysis (EIA). The BIA helps identify and prioririzc

infonnation slstems and components criiical to supporting the organizalion s mission/business

l'unctions.

3. Identify prcvcntive controls, \'leasures taken to reduce the eff'ects ofsystem disruptions can

increase system availabilit) and reduce contingenct life cycle costs.

:1. Create contirgency strfltegies. Tholough recoverl shalegies ensure that the s)stem may be

recovered quickl) dnd effectivel) fbllo\ring a disruption.

5. Dcvelop an inlormation system contingency plan. The Contingenc_v Policy should contain

detailed guidance and procedLfes fbr restoring a damaged system unique to the system's

securit) impact level and recovery requirements.

6.Ensure plan testing, training and excrcises. Testing validates recoveL- cap+ilities,\mr\, t'O(ha^gor'Ll
Al!! l{in';i Cha!<rra
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whereas training prepares recovery personncl for plan activation and exercising the plan

identifles planning gapsl combined. the acti,rities iurprove plan effectiveness and overall

organization preparedness.

7. Ensure plan maintenancr. fhe plan should be a li!ing docun1ent that is updated regularh to

remain current $ith s)stem enhancemenls and organizational changes. Securitv must be

included in disaster recover) planning 10 ensure sensitive data is protected.
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